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of this part 160 or the applicable stand-
ards, requirements, and implementa-
tion specifications of subpart E of part
164 of this subchapter.

§160.306 Complaints to the Secretary.

(a) Right to file a complaint. A person
who believes a covered entity is not
complying with the applicable require-
ments of this part 160 or the applicable
standards, requirements, and imple-
mentation specifications of subpart E
of part 164 of this subchapter may file
a complaint with the Secretary.

(b) Requirements for filing complaints.
Complaints under this section must
meet the following requirements:

(1) A complaint must be filed in writ-
ing, either on paper or electronically.

(2) A complaint must name the enti-
ty that is the subject of the complaint
and describe the acts or omissions be-
lieved to be in violation of the applica-
ble requirements of this part 160 or the
applicable standards, requirements,
and implementation specifications of
subpart E of part 164 of this sub-
chapter.

(3) A complaint must be filed within
180 days of when the complainant knew
or should have known that the act or
omission complained of occurred, un-
less this time limit is waived by the
Secretary for good cause shown.

(4) The Secretary may prescribe addi-
tional procedures for the filing of com-
plaints, as well as the place and man-
ner of filing, by notice in the FEDERAL
REGISTER.

(c) Investigation. The Secretary may
investigate complaints filed under this
section. Such investigation may in-
clude a review of the pertinent policies,
procedures, or practices of the covered
entity and of the circumstances regard-
ing any alleged acts or omissions con-
cerning compliance.

§160.308

The Secretary may conduct compli-
ance reviews to determine whether cov-
ered entities are complying with the
applicable requirements of this part 160
and the applicable standards, require-
ments, and implementation specifica-
tions of subpart E of part 164 of this
subchapter.

Compliance reviews.
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§160.310 Responsibilities
entities.

of covered

(a) Provide records and compliance re-
ports. A covered entity must keep such
records and submit such compliance re-
ports, in such time and manner and
containing such information, as the
Secretary may determine to be nec-
essary to enable the Secretary to as-
certain whether the covered entity has
complied or is complying with the ap-
plicable requirements of this part 160
and the applicable standards, require-
ments, and implementation specifica-
tions of subpart E of part 164 of this
subchapter.

(b) Cooperate with complaint investiga-
tions and compliance reviews. A covered
entity must cooperate with the Sec-
retary, if the Secretary undertakes an
investigation or compliance review of
the policies, procedures, or practices of
a covered entity to determine whether
it is complying with the applicable re-
quirements of this part 160 and the
standards, requirements, and imple-
mentation specifications of subpart E
of part 164 of this subchapter.

(c) Permit access to information. (1) A
covered entity must permit access by
the Secretary during normal business
hours to its facilities, books, records,
accounts, and other sources of informa-
tion, including protected health infor-
mation, that are pertinent to
ascertaining compliance with the ap-
plicable requirements of this part 160
and the applicable standards, require-
ments, and implementation specifica-
tions of subpart E of part 164 of this
subchapter. If the Secretary deter-
mines that exigent circumstances
exist, such as when documents may be
hidden or destroyed, a covered entity
must permit access by the Secretary at
any time and without notice.

(2) If any information required of a
covered entity under this section is in
the exclusive possession of any other
agency, institution, or person and the
other agency, institution, or person
fails or refuses to furnish the informa-
tion, the covered entity must so certify
and set forth what efforts it has made
to obtain the information.

(3) Protected health information ob-
tained by the Secretary in connection
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